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Jive CloudTM

Jive hosted services are run on Jive Cloud, a proprietary, cloud-based platform.  Jive Cloud has been purpose-built 
from the ground up to deliver the most economical and powerful hosted services on the market.  

Interconnection Between the Public Internet and PSTN
As depicted in the following conceptual diagram, Jive Cloud provides an interconnect between the public internet, 
the public switched telephone network (PSTN), and client-side LAN that allows Jive users to place voice and video 
calls from their Internet-connected Ip telephones to other users on the PSTN regardless of how they are connected 

(e.g., cellular, VoIP, analog, etc.).  

WAN / INTERNET
Unlike traditional premises-based VoIP deployments that connect to the PSTN on the premises via a dedicated voice 
circuit (e.g., PRI, T1, ISDN), with Jive, all inbound and outbound voice tra�  c travels via the Internet (WAN connection) 
to Jive Cloud.  

The Jive solution has been designed to deploy OTT (over the top) of 
the customer’s existing network infrastructure and broadband internet 
connection.  

This can signifi cantly save on costs - both OPEX and CAPEX - as it allows your new voice system to utilize equipment 
and connectivity already in place.  Often, it requires only minimal confi guration for your network.  

Alternatively, a dedicated Jive broadband connection or private MPLS connection can be deployed to connect the 
customer to Jive Cloud.  Selecting Jive Data gives the customer a single point of contact for voice connectivity, a 
dedicated connection to Jive Cloud, and a class of service connection that dynamically prioritizes voice and video 
over other tra�  c types.  Selecting a private MPLS connection routes the customer’s voice tra�  c around the public 
internet and around its trouble spots to deliver every user a fl awless experience.
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Key Terms:

ISP - Internet Service Provider
MPLS - Multiprotocol Label Switching
PSTN - Public Switched Telephone Network
VPN - Virtual Private Network
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Finally, Jive Cloud is collocated with several of the largest ISPs 
and enterprise-level companies around the world, opening 
a space for advanced interconnectivity options with the Jive 
solution.  From improved basic call routing to advanced 
direct-connects, these overlapping points of presence 
(POPs) shorten the distance traveled for every dialed call and 
enhance both call quality and overall user experience. 

PSTN
The PSTN is the global network of circuit-switched telephone 
systems. Originally a network of fi xed-line analog systems, 
the PSTN is now almost entirely digital in its core.  All links 
are interconnected by switching centers which allows any 
telephone in the world to communicate with any other.  

Jive manages relationships with several di� erent providers 
that deliver PSTN connectivity directly to the Cloud, including: 
Level3, Verizon, XO Communications, 360 Networks, 
and many others.  These Tier 1 providers give Jive broad 
penetration in the US market, with over 98% of the country 
eligible for Jive Hosted VoIP.

CLIENT-SIDE LAN
Jive’s hosted services have the following minimal basic 
network and installation requirements to ensure optimal call 
quality and system uptime. 

ROUTERS AND SWITCHES  
All on-premises hardware are network devices which require 
an enterprise-grade router to function optimally.  Jive can 
recommend router hardware as needed.  Power over Ethernet 
(PoE) switches are highly recommended (though not required) 
to support Jive service.  PoE switches eliminate the need for 
individual power adapters for each endpoint and centralize 
power redundancy.

PROTOCOLS
The following protocols should be installed and available on 
the network router: 

• DHCP.  Devices should receive an internal IP address 
assignment via DHCP.

• NAT.  All NAT connections must be left open for at least 
60 seconds.

• Public IP Addresses.  Some Jive HD Video devices may 
require public IPs to function properly.  

JIVE CLOUD VS. THE CLOSET
The only real di� erence between 

hosted and premises-based 
solutions is how and where your 

calls are routed, managed, and 
stored.  

The diagram on the left is a typical 
premises-based deployment, 

featuring a closet fi lled with PBX, 
switches and routers, and a large 

voice circuit.  

On the right is a typical Jive 
deployment.  Only a single router 

is required - and it may already be 
in place.

Jive Cloud takes 
the solution out 

of the closet 
and brings it 

into the cloud.
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QUALITY OF SERVICE (QOS)
QoS protocols provide the means to guarantee certain resource levels to specifi c types of network tra�  c.  QoS is 
particularly important in voice and video implementations.  Jive Hosted Services utilize several QoS methods to 
ensure quality and produce a stable, scalable network environment.  Strategies may be used independently or in 
combination to achieve required levels of quality for voice and video connections.

• Physical Network Separation.  Separates voice and video tra�  c on a dedicated internet connection (WAN and 
LAN).

• Logical Network Separation.  Separates voice and video tra�  c from lower priority tra�  c logically using a VLAN.  
VLANs allocate bandwidth dynamically based on volume or statically by manual assignment. 

• Class of Service Prioritization.  Marking OSI Layer 2 packets with high priority (5) class tags (802.1p and IP 
precedence) allows most enterprise network equipment to distinguish and prioritize voice and video from other 
network tra�  c.

In addition, Jive also tags all voice packets with a DSCP value of 46, which is often prioritized by OSI Layer 3 devices 
across the WAN.  Confi guring a local router to use this DSCP value can also result in improved quality.

FIREWALLS
Firewalls should allow Jive endpoints to access HTTP, HTTPS, and UDP tra�  c on the network.  Jive endpoints must 
be allowed to both send and receive TCP and UDP packets on arbitrary ports and to arbitrary IP addresses.  Some 
network ports may need to be opened manually.  Firewalls should be confi gured with the following settings for 
optimal functionality:

• Persistent NAT Connections. NAT keep-alive requests must be allowed every 30 seconds. 

• HTTP. HTTP over port 80 must be enabled. 

• SIP. Multiple UDP connections must be allowed on ports 5060 and 5061. 

• RTP. Internally-initiated UDP requests must be allowed on ports 10,000-65,536 for audio and video. 

• NTP. UDP tra�  c must be allowed on port 143 for Network Time Protocol (NTP).

BANDWIDTH
All Jive hosted services require one or more broadband Internet connections to function properly.  Each Jive voice 
call requires approximately 90 kbps of synchronous bandwidth for various levels of concurrent voice calls.

Platform Architecture
The Jive Cloud platform architecture is unique to the market and based on a distributed (not centrally hosted) 
model.  It o� ers our customers a single, transparent experience that is at the same time limitlessly scalable, natively 
redundant, and extremely fault tolerant.  

Jive Cloud is the engine behind Jive’s industry-leading uptime, world-class 
customer satisfaction, and unmatched call quality and user experience.

DATACENTERS
Jive Cloud is a cloud-based platform, operating from several dispersed, worldwide datacenter locations.  Jive 
chooses datacenter facilities that are essential to the markets we serve, enabling us to provide highly available 
service and resilient network access to any geographic market.  Jive’s global datacenter footprint includes tier one 
centers in: Los Angeles, CA, New York, NY, Dallas, TX, Chicago, IL, Mexico, Brazil, Canada, and the United Kingdom.  
Jive has su�  cient coverage diversity to ensure our customers have enough redundant access points to deliver 
consistent service and high availability.  
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Jive only partners with tier one datacenters, which have 
shown a commitment to a professional standard of 
conduct, integrity, and ethical values.  All Jive selected 
datacenters have successfully completed SSAE16, 
SOC 1 Type 2 security audits. These audits stringently 
evaluate datacenter management, security, and controls 
over infrastructure and information, as well as the 
the people, procedures, and systems which operate 
and support them. All datacenter facilities perform 
proactive maintenance on all critical security systems, 
and include fully redundant UPS, backup generators, 
and cooling systems. Each datacenter also includes 
scalable bandwidth options, business continuity solutions, 
managed fi rewalls, remote hands, load balancing and a 
variety of security related services.

HARDWARE
Jive’s computing platform is built on x86-based hardware, ensuring easy access to additional components as 
necessary.  Computing resources are virtualized and clustered to create a true cloud computing environment.  
Top-quality network equipment (e.g., Cisco, Brocade, and Juniper) provide highly available access to all computing 
resources. 

CALL INFRASTRUCTURE
The call infrastructure component of Jive Cloud is where call processing, routing, and endpoint registration take 
place.  Di� erent subcomponents are responsible for managing PSTN integration, delivering specifi c call functionality, 
and managing the actual media streams and handsets involved in making internal and external calls.

Call routing in Jive Cloud utilizes a microservice architecture where each service only has a small responsibility 
for the routing of a call. By limiting the scope of each individual service, the individual instances have a higher call 
capacity for their small slice of functionality.  Many of the services are so small that a single instance could likely 
handle hundreds of calls per second.  This also allows Jive Cloud extra granularity in scaling services.  

Calls within the system stay within a cluster of systems that provide all the core services.  To achieve the optimal 
balance, Jive employs a mix of both SBC and customer access solutions.  Jive’s SBC infrastructure performs hosted 
NAT transversal and anchors media when needed, but will dynamically release the media stream when conditions 
permit and are required.  Jive can keep all calls on the customer’s network without sending them back through 
our datacenters.  This basic design philosophy allows Jive to deploy fi xed sites with the highest degree of quality, 
scalability, and functionality, while still allowing our customers to roam freely with phones.

Jive combines carrier-grade session control with edge intelligences to balance interfacing requirements with 
delivering the best quality call experience possible.

DISTRIBUTED COMPUTING
Jive Cloud is a distributed - not centrally hosted - computing platform.  The distributed model has several key 
advantages, including: scalability, dynamic load balancing, better redundancy, and higher availability.  

SCALABILITY
A truly distributed platform has no appreciable limits on scalability.  Every deployed instance of Jive Cloud is fully 
able to independently handle all system functions, including call routing, device registration, online confi guration, 
etc. Further, each instance of the platform - and all underlying features - can scale up and down (infi nitely) to 
accommodate fl uctuating user needs.  The distributed platform also does not experience bottlenecks that a centrally 
hosted platform does.  In the distributed environment, there is no centralized resource that every user must access.  
Instead, localized instances of each resource provide users with the information they need. 

LOAD BALANCING
Jive’s distributed platform drives our ability to perform dynamic call routing and load balancing (patent pending).  
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When a customer call is initiated, it is routed dynamically to the datacenter where call management can best be 
accommodated (e.g., most quickly, best quality, etc.).  This approach enables the Jive solution to route calls around 
Internet trouble spots, avoiding high tra�  c areas and outages, and ensuring high call quality and system availability. 

REDUNDANCY
Jive maintains redundant copies of all critical elements of each client’s phone systems, including: network 
confi gurations, user extensions, attendant prompts, dial plans, directories, etc. In the event of a service disruption 
(e.g. natural disaster) at a client location or Jive datacenter, these copies can be used to quickly re-install service at 
the last known confi guration.  Increasing the number of Jive Cloud instances extends the proximity and availability of 
the Jive solution to our customers.  This native redundancy is also capable of seamlessly routing calls around Internet 
trouble spots to increase call quality and prevent service outages. 

HIGH AVAILABILITY
The distributed model also eliminates scenarios where specifi c system components are unavailable or fail.  Fault 
tolerance is increased, as small, localized failures can be routed around automatically and transparently to the user.

System 
Jive Cloud provides users access to enterprise-grade telephony features and functionality as well as the ability to 
confi gure, manage, and maintain those features from a single, browser-based user interface.  

FEATURES / FUNCTIONALITY
Jive Cloud hosts application servers for all Jive features and functionality.  Applications and their data are housed 
redundantly across geographically dispersed datacenters.  All features are fully integrated into the Jive solution.  As 
such, no additional customer-side hardware is required to support them and all features are fully accessible anytime, 
anywhere.

MANAGEMENT / CONFIGURATION
The confi guration component allows for simple, trouble-free management of Jive Cloud.  End-user applications 
allows clients to manage their call fl ows, view comprehensive call reports and 
analytics, and perform user changes to their accounts.  Administrative applications 
provide Jive engineers with the tools to manage, grow, and maintain Jive Cloud.  
Together, the provide the control necessary to fully maximize the features and benefi ts 
of Jive Hosted VoIP.
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