
Brazilian ATM Operator 
Upgrades Remote 
Connections with 
Huawei Solution
Huawei Unifi ed Security Gateway 
(USG2110) Guarantees Secure ATM 
Connections for Bank Customers

Background
Brazil's Tecnologia Bancária S.A (TecBan) offers 
self-service banking to customers of a large number 
of banks. With more than 45,000 Automatic Teller 
Machines (ATMs) throughout Brazil, TecBan has more 
ATMs than any other provider. Although TecBan is 
renowned for its high levels of availability, quality, and 
security, the company saw the need to cost-effectively 
upgrade the inter-connections of its massive network 
of ATMs, especially those in remote sites. 

Key Challenges 
All TecBan ATMs are connected to the headquarters 
data center and cash dispensed via the Internet. This 
can pose security and reliability challenges. Unified 
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Security Gateways (USGs) enable ATM connections and address the following issues:
• Secure transmission –The ability to handle IPsec and MPLS VPNs, and SSH and HTTPS security 
protocols. 
• Multiple connections – Interfaces necessary to handle Ethernet\ADSL\3G\Wi-Fi connections. 
• High availability – Guarantee that a VPN tunnel stays up even if one of the WAN links fails. The 3G 
links (or one 3G link and an ADSL link) should work as backups to provide high availability. Highly 
stable embedded 3G modules are preferred.  
• Comprehensive management – Provide event logs for connections and VPN tunnels, plus statistics 
from SNMP and command lines, including connection up-time and the last time the USG shut down. 
• Compact, with low power consumption – Compact enough to be installed inside an ATM, which has 
very limited space. Power consumption should be low to save energy and reduce heat.
• Cost effective – Capital Expenditure (CAPEX) should be low even with high-volume deployment. 

Solution
Huawei offered a market-proven solution:
• Installed a USG2110 in each ATM.
• Deployed ADSLs as the primary links, with 3G wireless modules as backups. If an ADSL 
link failed, it would automatically fail-over to a 3G link. When the ADSL was fixed, it would 
automatically come back on-line and take over from the 3G module. In places unreachable by ADSL, 
3G access was used.
• Provided two built-in 3G modules for each USG2110 for added reliability. Most other vendors 
simply plug in a USB 3G card, which is not as stable as a 3G module. In addition, it is difficult to 
attach an antenna extension cable to a USB card. 

Customer Benefits
The USG2110 provide the following benefits:
• Build VPN tunnels between an ATM and the firewall in the data center. All information transmitted 
is encrypted and ensures excellent network security protection for the ATM.
• A Small Office/Home Office (SOHO) gateway, is small enough to be installed inside an ATM, yet 
powerful enough to use Huawei's VRP carrier-grade software platform. VRP is based on a fully 
distributed architecture that ensures performance, scalability, reliability, and carrier-class management 
and maintenance.
• Reduce expenses with low power consumption (< 18 W). 
• The Huawei gateway's outstanding VPN, firewall, and routing features enable TecBan to build a 
fast, efficient, and secure network for remote access to ATMs. 

Banks faced challenges of remote ATM 
interconnection for integration, multiple 
connections, security and high reliability. 
Huawei provided an industry-leading solution 
with the Unified Security Gateway USG2110 to 
meet the requirements for TecBan.  

One Net: Connect Everyone, 
Connect as One




